2021

StealthAUDIT®
AnyData_GoogleDrive_MyDrives User

Guide v1.0

300 Spectrum Center Drive, Suite 200, Irvine, California | (949) 407-5125



netwrix

Contents
T o o [V Tt d o] o WU PSP PP PP PRTPPPTOPPRTOR 2
AnyData for GOOZIE DrivVe (MY DFIVES)...ccccuiiie i e ceitiee ettt eette e ee e e e e e tte e e e e tte e e e sbteeessbteeeeensaneeesssanaesanes 3
L E=T = To UL EY LT PPPTPPPPPPPPRS 3
(00T o] = {U T 4 o Yo NSRS 3
Creating a Service Account in the Google Developers CONSOIE.........ccivecieeeiiiieee e e 3
Delegating Authority to the Service Account in the Google Workspaces Admin Console.................... 6
ENQDIING ThE APIS ..ot e et e e e e et e e e e e ate e e e e ateeeeastaeeeenntaeesanteeeeentaeeeenrenns 8
T aTo11=Ta Y=Y o - 14 o] o OSSR 9
Extracting the Downloaded AnyData_GoogleDrive_ MyDrives JOD .......ccceeeecieiicciiie e, 9
Configuring the AnyData_GoogleDrive_IMyDrives JOD ......cccovciiiiiiciiie it e s 10
e =Tol UL o PP P USRS PPPUOPPRPPRE 13
VIBW REBSUIES .ttt ettt et sttt et e sttt esab e e s bt e e bt e e s bt e s bbeesabeesabeeesabeesabbeeanseesaseeesareean 13
Doc_ID 791 1

Copyright 2021 NETWRIX ALL RIGHTS RESERVED



netwrix

Introduction

This document is designed to enable a user to install, configure, and execute
AnyData_GoogleDrive_MyDrives in their environment. AnyData_GoogleDrive_MyDrives connects to a
Google Workspace and scans files in user My Drives for sensitive data, including images using Optical
Character Recognition (OCR). Scanning Shared Drives is not supported by this job.

AnyData then aggregates sensitive data scan results into a view within the StealthAUDIT Access
Information Center (AIC), which will show the user, Drive, and folder hierarchy of the scanned Google
Workspace, which files contain sensitive data, which sensitive data criteria were found, and, optionally,
the specific sensitive strings of text that were found within each Google Drive.

NOTE: In addition to downloading and scanning file formats that use extensions, this job can also scan
the following Drive-native file formats: Google Doc, Google Sheet, Google Presentation, Google App
Script, Google Drawing (with OCR enabled).

NOTE: My Drives for disabled accounts will not be scanned. To scan these My Drives, either enable all
disabled accounts prior to running a scan or follow Google’s recommendations for migrating files from a
disabled account’s My Drive to a Shared Drive (which can be scanned via the AnyData for Google Drive
(Shared Drives) job).

IMPORTANT: AnyData jobs do not support StealthAUDIT's job history functionality. For each AnyData
job, ensure job history has been disabled (which will override global job history settings). Failure to
disable job history for an AnyData job may result in data inaccuracies after multiple runs.
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AnyData for Google Drive (My Drives)

This document describes the process for installing and configuring AnyData_GoogleDrive_MyDrives into
an environment where the StealthAUDIT Management Platform and AIC are already installed and
running.

Prerequisites

Prior to adding the AnyData_GoogleDrive_MyDrives job to your StealthAUDIT environment, confirm you
have administrator rights on the StealthAUDIT server, as well as enough rights to download or copy files
to the server.

You will need:

StealthAUDIT 11.5.0.127+
Access to Google Workspace, StealthAUDIT server, & SQL Server administrator accounts.
A Google API service account with enough permissions to download or copy files.

P WNR

The P12 key file associated with the AnyData service account in your Google Workspace.

Should the Google API service account not exist or the P12 key file not be available, this guide will walk
you through how to create both.

Configuration

Creating a Service Account in the Google
Developers Console

Log-in to Google Developers Console with an account that has admin privileges in your Google
Workspace, and navigate to Identity > Service Accounts.

= Go gle $* AnyData Test Project v Q,  Search for APls and Services v i ) a : ;
g Identity Service accounts + CREATE SERVICEACCOUNT i DELETE SHOW INFO PANEL

de  Identity Platform Service accounts for project "AnyData Test Project”

e Identity & Organization A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or
systems running outside Google. Learn more about service accounts.
28 Service Accounts Organization policies can be used to secure service accounts and block risky service account features, such as automatic IAM Grants, key
creation/upload, or the creation of service accounts entirely. Learn more about service account organization palicies.
= Filter table 2] m
D Email Status Name 4 Description Key ID Key creation date L Actions

No rows to display
< >
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Create a new project for this purpose or connect to an existing project where the new service
account can be generated. Click Create Service Account.

Provide a name, ID, and a description for the service account being created, and click Create.

= Go gle % AnyData Test Project w Q_  Search for APls and Services v i @ A H ;
g Identity Create service account
s Identity Platform i .
@ Service account details

a Identity & Organization Service account name

AnyData Service Account B
= Seiiceticeounts Display name for this service account

Service account ID

anydata-service-account @anydata-test-project.iam.gserviceacc ¥

Service account description
Service account for StealthAUDIT AnyData.

Describe what this service account will do

CREATE

Grant this service account access to project
(2] .
(optional)
\
© Grant users access to this service account (optional)

Cooe JR

Continue through Grant this service account access to project without making any changes and

click Done once in the Grant users access to this service account step, click Done without making any
changes.

Back on the Service Accounts menu, click the vertical ellipsis (:) to the right of the new service
account and click Create Key.

Doc_ID 791
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= Google APIs e AnyData Test Project v Q Search for APIs and Services v # e a ;
Q Identity Service accounts =+ CREATE SERVICE ACCOUNT W DELETE SHOW INFO PANEL

>

%  Identity Platform

Service accounts for project "AnyData Test Project”

o Identity & Organization A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or
systems running outside Google. Learn more about service accounts.

o3  Service Accounts

Organization policies can be used to secure service accounts and block risky service account features, such as automatic IAM Grants, key
creation/upload, or the creation of service accounts entirely. Learn more about service account organization policies.

= Filter table (7] m
|:| Email Status Name 4 Description Key ID Actions
O ©3 anydata-service- [] AnyData Service No :
account@anydata-test- Service account for
project.iam.gserviceaccount.com Account StealthAUDIT Edit
AnyData. Disable
< >
Create key
Delete

Step 6 — When prompted, choose P12 and click Create. Save the file to a location you can access later
and note the displayed Private Key Password.

Create private key for "AnyData Service Account"

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
(O JSON

Recommended

® P12

For backward compatibility with code using the P12 format

CANCEL CREATE

Step 7 — Back in the Service Account menu, click the vertical ellipsis (:) to the right of the service account
and click Edit. In the next screen expand the Domain-wide Delegation section and enable the Enable G
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Suite Domain-wide Delegation. On the same page, locate Service Account Details and note the Email
and Unique ID, both of which will be used later in this document. Click Save to return to the Service
Account menu.

to record the Unique ID and Email for the service account in Step 7.

= Go gle ¢ AnyData Test Project w Q,  Search for APls and Services v & O A H ;
g Identity < AnyData Service Account

DETAILS PERMISSIONS
d%  Identity Platform

©  Identity & Organization Service account details

Name

o8  Service Accounts
AnyData Service Account

Description
Service account for StealthAUDIT AnyData.

Email
anydata-service-account@anydata-test-project.iam.gserviceaccount.com

Unique ID
112817513591389910631

Service account status

Disabling your account allows you to preserve your policies without having to delete it.

@ Account currently active

DISABLE SERVICE ACCOUNT

Enable G Suite Domain-wide Delegation

Allows this service account to be authorized to access all users’ data on a G Suite domain
without manual authorization on their parts. Learn more

~ HIDE DOMAIN-WIDE DELEGATION

Delegating Authority to the Service Account in the
Google Workspaces Admin Console

Navigate to your Google Workspace’s Admin Console and log-in with an admin account. In the
left sidebar, navigate to Security > APl Controls. Locate and select Manage Domain Wide Delegation.

Doc_ID 791 6
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— Google Admin Q, search for users, groups or settings O 0 #D

Security > API Controls

Apps you trust on the Google Workspace Marketplace, Android, or i0S whitelist ~
are automatically trusted on your App access control list.

API controls CANCEL SAVE

Use these controls to enable or
restrict access to Google
Workspace APIs for customer-
owned and third-party
applications and service
accounts. Reduce the risk
associated with third-party
access to Google Workspace
APIs by limiting access to only

Domain wide delegation

Developers can register their web applications and other API clients with Google to enable access to data in
Google services like Gmail. You can authorize these registered clients to access your user data without your
users having to individually give consent or their passwords. Learn more

MANAGE DOMAIN WIDE DELEGATION

Step 2 — In Domain-wide Delegation, click Add New. Enter the Unique ID, from Step 7 of the previous
section in this document, in the Client ID field. Enable Overwrite existing client ID.

Add a new client ID

Client ID

112817513591389910631

(] Overwrite existing client ID @
0Auth scopes (comma-delimited) x

ly, https://www.googleapis.com/auth/drive.metadata

OAuth scopes (comma-delimited)

CANCEL AUTHORIZE

In the “OAuth Scopes” field, you will enter a list of permissions (scopes) the service account will need to

scan for sensitive data with AnyData. This comma separated list of scopes is as follows:

Doc_ID 791 7
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googleapis.
googleapis.com/auth/admin.directory.group.member,
googleapis.
googleapis.
googleapis.
googleapis.
googleapis.

com/auth/admin.directory.group,

com/auth/admin.directory.user,
com/auth/drive,
com/auth/drive.file,
com/auth/drive.readonly,
com/auth/drive.metadata
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These scopes can be entered in a single field in this menu if they’re comma-separated like above. Click
Authorize to finish adding the permissions (scopes).

= Google Admin O e e X AnyData + StealthAUDIT

Security

API Controls

Domain-wide Delegation

Client ID

112817513591389910631

o Developers can register their web applications and other API clients with Goog
Gmail. You can authorize these registered clients to access your user data witl
their passwords.

API clients Add new
+ Addafilter
Name Client ID Scopes
AnyData ... 112817513.. .../auth/admin.directory.group  .../auth/admin.direct¢

Scopes

htips://www.googleapis.com/auth/admin.directory.group
https://www.googleapis.com/auth/admin.directory.group.member
https://www.googleapis.com/auth/admin.directory.user
https://www.googleapis.com/auth/drive
https://www.googleapis.com/auth/drive.file

https://www.googleapis.com/auth/drive.readonly

https://www.googleapis.com/auth/drive.metadata

Enabling the APIs

Step 1 - Go back to the Google Developers Console, and navigate to APIs & Services in the left sidebar.
Click Enable APIs and Services.

Doc_ID 791

= Go gle APlS s AnyData Test Project w Q
API APIs & Services

<3¢ Dashboard

i Library

o= Credentials

2 0Auth consent screen
Domain verification

=&  Page usage agreements

Search for APls and Services

APIs & Services + ENABLE APIS AND SERVICES

1hour 6hours 12hours 1day 2days 4days 7days 714days 30days

Traffic

810 815 820 8:25 8:30 8:35 8:40 8:45
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You will now be in the API Library. Search for Admin SDK API, click on that link, and click Enable
for the Admin SDK API. Repeat this process for the Google Drive API.

= Go gle %* AnyData Test Project v Q, Search for APIs and Services v

l Google Drive API
Google

The Google Drive API allows clients to access resources from Google Drive

m TRY THIS API £

=
®
»
Qe

é

Implementation

This section will walk through how to extract the package downloaded from the Stealthbits website,
how to import the AnyData_GoogleDrive_MyDrives job to StealthAUDIT, and how to configure and run
the job to scan for sensitive data in Google Drive.

Extracting the Downloaded
AnyData_GoogleDrive_MyDrives Job

Create a new Group in the StealthAUDIT job hierarchy by right-clicking Jobs and clicking Create
Group. Name the group however you chose, for example: AnyData for Google Drive

Group of Jobs
17 Settings
[ Host Management
Q) Host Discovery
[Z] Running Job
£ schedules

v o

Run Group
® 3 Publish

o Enable Jobs

o % DisableJobs -
o Schedule

Refresh Tree

% & Changes

Cut

Copy

Paste

Delete Group

Rename Group

Export

000

Ey
¥ Create Job Curl+Alt+A
4 Add Instant Job
+

Create Group

Explore Folder

Doc_ID 791 9
Copyright 2021 NETWRIX ALL RIGHTS RESERVED



netwrix

Right-click on the new Group and click Explore Folder. The directory that opens is where the
AnyData_GoogleDrive_MyDrives job that has been downloaded will be placed. Extract the job to this
location.

Right-click on the new Group and click Refresh Tree. The AnyData_GoogleDrive_MyDrives job
should now be visible within this Group in StealthAUDIT.

Configuring the AnyData_GoogleDrive_MyDrives
Job

Now that the downloaded job has been imported to StealthAUDIT, we can configure it to scan for
sensitive data in Google Drive.

Add a new set of credentials by navigating in the StealthAUDIT hierarchy to Settings >
Connection. Click Add Connection Profile.

StealthAUDIT Configuration Settings J
n

v {3 Settings

@ Access

4~ Application ‘ Configure the accounts used to connect to your target hosts.

ﬁ Connection

=% Exchange

9 History

Q Host Discovery Select the connection profile used to contact your target hosts by selecting a connection profile below. Create a new

D Host Inventory connection profile by dicking "Add Connection profile™. Switch between connection profies by selecting a profile and then

M. Notification dicking "Set as default”.

| Reporting

Schedule Connection Profiles: Add Connection profile  Set as default  Delete
e

Name the profile however you chose, for example AnyData — Google Workspace. Click Add
User Credential.

Connection profile name: |AnyData - Google Workspace

User Credentials: Add gzer credential  Edit Delete

For this first credential’s Account Type, select Active Directory Account. The User Name and
Password should be for a user with the ability to authenticate to the SQL Server database used by
StealthAUDIT. Click OK when finished.

IMPORTANT: It's important for the Active Directory Account to be the first credential in the list for this
Connection Profile. If it’s not, use the Move Up button to adjust this credential’s position.

Click Add User Credential again. For this credential’s Account Type, select StealthAUDIT Task
(Local). The User Name is the previously recorded Service Account email. The Password is the email
address of an admin account for the Google Workspace. Click OK when finished, then click Save.

Doc_ID 791 10
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User Credentials >
Select Account Type | StealthJDIT Tazk [Local] ~
Uzer name: anydata-service-accounti@anydata-test-project. iam. g
Fazsword Storage: Application
(®) Spedfy a new password below
Password:

Confirm:

Navigate back to the AnyData_GoogleDrive_MyDrives job and navigate to the job’s via <Job
Name> > Configure > Hosts.

W AnyData_GoogleDrive_MyDrives
T ciatus

FEH Results

v 3" Configure

i5y Hosts

In the Hosts menu, locate the Individual Hosts section, use the name of your Google Workspace for the
Host Name, and click Add then Save. Typically, this is the domain name and top-level domain that come
after the “@” in your Google Workspace login. For example, “stealthbitsdev.com” in the case of the user
“bskelly@stealthbitsdev.com”.

Individual hosts

Enter one or more hosts to query and dick "Add". These hosts will be added to a local host list that will be
unavailable to other queries. These hosts will be added to the global host inventory, if they aren't already there.

Host name: ¥

STEALTHBITSDEV.COM

In the StealthAUDIT job hierarchy, right-click on the AnyData_GoogleDrive_MyDrives job and
click Explore Folder. In the directory that opens, paste the P12 key from the earlier configuration steps.

Rename the key to Certificate.p12.

Doc_ID 791 11
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The following parameters can also be configured for the job:

This list parameter scopes the job to the specified organizational units.

Organizational For example, an OU named "My OU Child" nested within "My OU Parent" would
Unit Scoping be scoped to using the following path:

/My OU Parent/My OU Child

Scan All File Types | If "true", all files will be scanned, regardless of extension.
User Email
Scoping

This list parameter scopes the job to the specified users' My Drives

To configure the parameters above, navigate to the job’s node in the job tree.

W AnyData_GoogleDrive_MyDrives
™ ctatus

FEH Results
e Cunﬁﬁure

The parameters will be displayed along with other job information and can be modified in the
Configuration section.

(# This list parameter scopes the job to the specified users’ My Drives,

7 This list parameter scopes the job to the specified organizational
= units.

(# If "true”, all files will be scanned, regardless of extension.
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Execution

To execute the job, highlight the AnyData_GoogleDrive_MyDrives job in the StealthAUDIT job hierarchy,
and click Run Now below the breadcrumb trail and other job configuration options.

Jobs » AnyData > AnyData_GoogleDrive_MyDrives

BH PROPERTIES | U sTATUS BB RESULTS £82 CONFIGURE

P Runnow [¥] Schedule | % OpenFolder | [ View Log

View Results

Sensitive data scan results from the AnyData_GoogleDrive_MyDrives job will be output to the Access
Information Center (AIC).

Launch the AIC by double-clicking its icon on the StealthAUDIT server’s desktop or by navigating
to its URL. Log-in as required.

Click on Resource Audit and navigate to Google Drive in the left sidebar. Expand the node, and
nodes below it, to view details.

» [ File System
» B> SharePoint
» [ Active Directory
- & Google Drive
v = stealthbitsdev.com
~ & Bonnie Skelly
~ &g My Drive
Dir_0
Dir_1
Dir_2
Dir_3
Dir_4
Dir_5
Dir_6
Dir_7
Dir_8
Dir_9
Doc_ID 791 13
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Information is broken down in a hierarchical view by Google Drive > Organization (Google Workspace)
> User > Drive > Folders. Clicking on a scope allows you to select Sensitive Data reports in the AIC’s right
sidebar, which shows sensitive data found at the selected hierarchical level and below.

Home > Resource Audit

) Q B [ & Include Subfolders 10 rows REPORTS
» [ File System
» @ SharePoint : " i Activity
» [ Active Directory US Drivers License Pattern Bonnie Skelly/My Drive/Dir_0/39411.txt 1 Permissions
Sensitive Content
~ & Google Drive US Drivers License Pattern Bonnie Skelly/My Drive/Dir_0/92263.txt 1
v & stealthbitsdev.com US SSN Pattern Bonnie Skelly/My Drive/Dir_0/2383.txt 1
~ & Bonnie Skelly US SSN Pattern Bonnie Skelly/My Drive/Dir_0/30623.txt 1
My Dri .
™ @My Drive US SSN Pattem Bonnie Skelly/My Drive/Dir_0/56379.txt 1
Dir_0
Dir 1 1 > GROUP MEMBERSHIP
- Ik < Records from 61010
Dir_2
Dir3 Q B 1rows
Dir_4 i
Dir_5 SSN 347-649096
Dir_6
Doc_ID 791 14
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