Ransomware Template Update May 15, 2017
This fix contains updated SI ransomware templates containing the most up to date file patterns associated with a ransomware malware attack.  
 
The name of the file is ‘SI_Template_RansomwareDetection.xml’.  It contains two policy templates called Ransomware Extensions and Ransomware Instructions.  The first contains file pattern file extensions associated with known ransomware variants, and the second a list of files created to provide instructions to the user on how to get their files back.  

To Import the new templates
1. From patch content - copy file “SI_Template_RansomewareDetection.xml” to install folder for SI Console
a. Typically “C:\Program Files (x86)\STEALTHbits\StealthINTERCEPT\SIWinConsole\”
b. Replace existing file if present
2. From SI Console Import the new .xml file
a. Tools | Import
b. Browse to “SI_Template_RansomewareDetection.xml”
c. Select ‘open’
d. Accept defaults and press ‘Import’ button
e. For SI 4.0 or 4.1
i. Select ‘Replace Existing’ on next page (2x once for each template)
f. For SI 3.x
i. Select ‘Create New’ on next page 
Note: Any existing policies derived from the previous Ransomware templates will need to be recreated using the new templates in order to make use of the new list of file extensions.  See following alternative for SI 4.1 and later
Optional for SI 4.1 
SI 4.1 adds support to cut / paste content into “Wildcards” list of “File System” registration tab. Therefore existing policies derived from the previous Ransomware templates can be updated rather than recreated by the following steps:
From SI Console:
1. Open the desired Policy and select “File System” tab
2. In the ‘Wildcards Include” list control select all items then delete them
3. Open either the “Ransomware Instructions.txt” or “Ransomware Detecetion.txt” file (included with this patch update).  
a. Select and copy all content
b. [bookmark: _GoBack]Paste content into “Wildcards Include” control of policy
4. Save Policy

